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the new study, is that computer viruses spread on a network
-- the Internet -- with a very special branching structure.
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Pastor-Satorras, at the Universistat Politécnica de Catalunya
in Barcelona, Spain, and Vespignani, at the Abdus Salam
International Centre for Theoretical Physics in Trieste, Italy,
used a standard mathematical model of infection, in which
each node (representing a person or animal in studies of
biological epidemics) is 'healthy' or 'infected'.

Normally, this model predicts that epidemics happen only if

the rate of infection of 'healthy' nodes connected to infected

ones exceeds some threshold: unless the virus can transmit
itself fast enough, it dies out.

On a scale-free network, the model predicts quite different
behaviour. There is no threshold -- a virus can 'survive' even
if it spreads very slowly. This sounds like very bad news for
the Internet.

Fortunately, even though computer viruses spread far and
wide on these networks, they typically do so by infecting only
a tiny fraction of the entire system. They are more like a tiny
stream sending little branches throughout a landscape than
a tidal wave that engulfs it all.

The researchers show that real computer viruses do indeed
seem to show this sort of spreading behaviour -- a kind of
low-level insidiousness that only very occasionally grows to
overwhelming, epidemic proportions, as happened with
ILOVEYOU.

Launched from the Philippines in May 2000, ILOVEYOU
infected the computer systems of the US Pentagon and the
UK House of Commons, and wrought havoc on the internal
e-mail systems of many companies, including Ford Motors
and Lucent Technologies. The virus deleted files at random
on an infected PC machine before e-mailing itself to everyone
else on the machine's directory.
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